VrtBepxaao
I[npexrop MBOY «C'rapoxompannﬂcxaa COIII»
Adracmmom MyHHIIPIHa.HLHOFO paifoHa

MNOJIO’KEHUE
110 OPraHH3alKH M IPOBEJeHHI0 paboT 1o odecnedeHHI0 0€30MACHOCTH 3aIIMINAeMOit
HH(pOpPMaLMH, HE CoepKaMIel CBeeHH, COCTABJISIIONIHE FOCY/AAPCTBEHHYIO TAilHY, IIPH ee
obpaboTke B uHPOPMANHOHHBIX cHcTeMax OY

1. OBIIHME ITOJOXEHUSI

1.1.  Hacrosimee IlonosxeHue o opraHu3any ¥ MPOBEIEHHIO paboT 10 00eceYeHnIo
0e30macHOCTH  3aIMINaeMoi HMH(pOPMAIMK, HEe COJepXKalleil CBEIEHHs, COCTABISIOIIHE
rOCyJapCTBEHHYIO TaiiHy, Ipu ee oOpaboTke B MH(pOpPMAIMOHHBIX cuctemax OV  (manee -
[Tonoxenue) pazpaborano B coorBercTBHE ¢ DenepansHbM 3akoHOM 0T 27 mons 2006 r. Ne
149-03 «O6 wunpopmarmu, HHOOPMALKOHHBIX TEXHOJOTHSX ¥ O 3alldTe HHPOPMALHHY.
DenepansupiM 3akoHOM 0T 27 mions 2006 1. Ne 152-03 «O mepcoHaNbHBIX JaHHBIX),
nocranosyienueM [IpasurensctBa  Poccmiickoii ®enepanmn ot 1 HosiOpst 2012 r. Nell19
«O6 yTBepxkaeHHH TpeOOBaHHMI K 3alUTe NEPCOHANBHBIX JAHHBIX NPH HX 00paboTKe B
HHOOPMAIMOHHBIX ~ CHCTEMaX IEpPCOHAIBHBIX JaHHBIX», MOCTaHOBJIeHHEM [IpaBuTeNHCTBA
Poccuiickoii @enepamuu ot 21 mapra 2012 r. Ne21l «OG yrBepXieHHH IepedHsi Mep,
HaNpaBJICHHBIX Ha 00ecIeYeHHne BBIIONHEHUS 00S3aHHOCTEH, peyCMOTPEHHBIX DeiepaibHbM
3aK0HOM «O NepCOHANBHBIX JAHHBIX» U NPHHATHIMA B COOTBETCTBHHM C HMM HOPMATHBHBIMH
NPaBOBBIMH aKTaMH, OTIEPATOPAMH, SBJIFOIIAMHCS TOCYIAPCTBEHHBIMH HIIA MYHHIMIATBHBIMA
opraHammy, prkasoM PeznepanbHO CITyXObI 10 TEXHHYECKOMY H 9KCIIOPTHOMY KOHTPOIIO OT
18 deppans 2013 r. Ne21 «O6 yrBepkmenun CoctaBa M CONEPKAHMS OPraHM3AlMOHHBIX H
TEXHHYECKHX MEp 110 00eCTedeHnI0 Oe30acHOCTH NePCOHATBHBIX JAHHBIX IIPH UX 00paboTKe B
HH(OPMALMOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHBIX», NpHKazoM DexepanbHoil cirykObl 10
TEXHHYECKOMY M 3KCIOPTHOMY KOHTpomo oT 11 despans 2013 r. Ne 17 «O6 yrBepxkaeHuu
Tpebopanuii o 3ammre wHHDOPMAIMH, HE COCTABISIOMIEH TOCYJApCTBEHHYIO —TaifHy,
COJIEPIKAIIEHCs B FOCYJAPCTBEHHBIX HHPOPMAIIMOHHBIX CHCTEMAX).

1.2, Temp paspabotku Hactosmero I[IOJOXEHHS - YCTAHOBIEHHE IOPSIKA
OpraHM3alMy U poBeZieHHs paboT o obecrneyeH o 6e30MacHOCTH 3allHIaeMoi HHPOPMAIHH,
HE COJEpXKalledl CBEJCHMS, COCTABISIONINE TOCYIapCTBEHHYIO TalHy (Hanee - 3amuinaeMas
uHbopmanus, HHGopMarws), B uHGOpMaIHOHHBIX cucTeMax (naee - UC) OY Ha Beex cTamusx
(sranax) cosnanus MC, B Xo/1e ee SKCIUTyaTalluy ¥ BHIBOJIA U3 IKCILTyaTALMH.

1.3.  PyxoBomurens OY HeceT MEPCOHAIBHYIO OTBETCTBEHHOCTh 3a OO€CIeueHHe
nHbopManuoHHo# 6e3omacHocTr OY.

14, K 3ammmaemoit wundopmaunmu, obpabarsiBaemodi B HC - OV, orHOCHTCS
crezyromas HHGOopMaIus:

- IEPCOHAIbHBIE JaHHBIE, COJIEPIKAIUECS B MHPOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX
naaHex OV



uHpopMaLKs, HE CoJepXKamlas CBEICHUSA, COCTaBJSIOIIME TOCYJAapCTBEHHYIO TaiHY,
cojiepKamiasics B TOCYIapCTBEHHBIX HH(POPMALMOHHBIX cucTtemMax OY.

2. TEPMUHBI U OIPEJAEJIEHUSA

2.1. B nacrosmem [TonoxxeHnu UCTIONB3YIOTCS CIEAYIONIIE TEPMUHBI U UX ONPEACTICHHS:

HNudopmanuonHas cucTeMa - COBOKYITHOCTh COJAEpKAIIUXCS B 0a3ax JaHHBIX HHQOpMAIWK U
o0ecreunBarIUX ee 00padoTKy MHPOPMAITMOHHBIX TEXHOJIOTHIA U TEXHUIECKUX CPEJICTB.

KonduaenunanbHocTh HHpOpMAIIUM - 0053aTEIHHOE /ISl BBIIOJHCHUS JIUIIOM, TTOJYYHBITUM
JIOCTYI K OIpenesreHHONH HH(opMaiuu, TpeOOBaHHE HE MEpeAaBaTh TaKyld HH(POPMALHUIO TPETHUM
munam 0e3 cornacus ee obmaaaress.

HecaHKuMOHUPOBAHHBIA JOCTYN (HECAHKIMOHMPOBAHHbIE [EMCTBUSA) - JOCTyH K
uHpopMalul WM AeWcTBUS ¢ MHPOpMaIUeil, Hapyllalllde NpaBUiia pasTpaHUUYEHUs] JOCTyIa C
MCIOJIb30BaHUEM IITATHBIX CPEJCTB, MPEAOCTABISIEMBIX HHPOPMAIIMOHHBIMUA CUCTEMAMH.

Oo0padoTrka uHdopmanum - neiicTBus (onepauuu) ¢ uHGoOpMaIUel, BKIO4as cOop, 3amuch,
CUCTeMAaTH3allli0, HAKOIUIEHWEe, XpaHEeHUEe, YTOoyHeHHe (OOHOBJIEHHE, W3MEHEHHE), W3BJICUCHUE,
UCIOJIb30BaHue, TNepenavy (pacrnpocTpaHeHHe, MPEeAoCTaBICHHE, JIOCTYI), OJOKUpOBaHUE, yOaleHUE,
YHUUYTOKEHUE HHPOPMAITHIH.

Oneparop - TpaxJaHWH WU IOPUAUYECKOE JIHIO, OCYIIECTBISIONIME JESATEIBHOCTh IO
AKCIUTyaTalui HHPOPMAIIMOHHOM CUCTEMBI, B TOM 4Kcie o 00paboTke nHpopMaluu, coaepKamieics B
ee 0azax MgaHHbIX. B ciaydae 00pabOTKM NEpCOHANBHBIX JAHHBIX IO/ ONEPaTOpOM IMOHUMAETCS
rOCy/lapCTBEHHbI OpraH, MYHHUIMIAJIbHBIM OpraH, HOPUIMYECKOE WIH (U3NYECKOE JIHILIO,
CaMOCTOSITEJIbHO WJIM COBMECTHO C JIPYTMMH JIMIIaMU OpraHu3yiouie U (WInM) OCYLIECTBIISIOIINE
00paboTKy NepCOHAIbHBIX JAHHBIX, a TAKXKE ONPEAeIAIoNne eI 00pab0TKHU NePCOHATBHBIX JTaHHBIX,
COCTaB TMEpPCOHAJIBHBIX JaHHBIX, MOAJEXKaluX 00paboTke, NEHCTBUS (OmIepaluu), COBEpLIaeMble C
MEePCOHAILHBIMU JTAHHBIMHU.

TexHnueckue cpeacTrsa HHPOPMAUMOHHOM CHCTEMBbI - CPEJCTBA BBIYMCIUTEIBHOW TEXHUKH,
MH(POPMAIITMOHHO-BBIUNCIUTEIHHBIE KOMIUIEKCHl U CETH, CPEACTBA M CHCTEMBI NEpeaayd, mpuema u
00paboTku nHpopmanuu (CpeCTBA U CUCTEMBI 3BYKO3aIIUCH, 3BYKOYCUJICHUS, 3BYKOBOCIIPOU3BEICHMUS,
MIEPETOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CPEICTBA U3TOTOBIEHUS, TUPAKUPOBAHUS JOKYMEHTOB U
Jpyrue TEeXHUYECKHE CpeAcTBa 0O0padOTKH peuyeBoM, rpaduueckoi, BUAEO- U OyKBEHHO-LU(POBOH
uH(popMaluM), TpOorpaMMHBIE CpEACTBa (OMEpalMOHHBIE CHUCTEMBI, CHUCTEMBI YIIpaBJIeHUS Oa3amu
JAHHBIX U T.II.), CPEACTBA 3aIIUTHI HH(DOpMALIUN).

IlepconanbHble AaHHbIEe - Jr00ass WH(OpMaNMsI, OTHOCSMIASICS K TNPSAMO HIM KOCBEHHO
OTIpeICICHHOMY HJIU OTIpeieNiieMoMYy (hHU3HUECKOMY JHIY (CYOBEKTY NEPCOHANBHBIX JAHHBIX ).

IMosab30BaTesib MHPOPMAIMOHHONH CHCTEMBI - JIUIIO, YYacTBYIOIIee B (PYHKIIMOHHPOBAHUU
MH(OPMAIIMOHHON CUCTEMBI HIIA UCTIONB3YIOIIEee PE3YIbTaThl €€ () yHKIIMOHUPOBAHMSL.

CpeacrBa BBIYMCAMTENbHOH TEXHHKH - COBOKYMHOCTh MPOTPAMMHBIX M TEXHUYECKUX
AJIIEMEHTOB CUCTEM 00paOOTKHU JAHHBIX, CIIOCOOHBIX ()YHKIIMOHUPOBATH CAMOCTOSATEIHHO MU B COCTABE
JPYTUX CUCTEM.

Yrpo3bl 6e30macHOCTHM HHGOPMAIMH - COBOKYINHOCTh YCIOBUH U (DaKTOPOB, CO3JArOIIUX
OIMMAaCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4yallHOTO, MOCTyma K MHPOpPMAIUH, PE3yIbTaTOM
KOTOpPOT'0 MOXET CTaTh YHUUYTOXEHHE, U3MEHEHNE, OJIOKUPOBaHUE,



KOMUPOBAaHUE, pACIpOCTpaHeHHEe WH(OpPMAIMM, a TakXKe€ HWHBIX HECAaHKIMOHUPOBAHHBIX
NEeHCTBU pHu ee 00paboTke B MH(DOPMAIIMOHHOW CUCTEME.

YHUYTOKeHHe UH(POPMALUM - JICHCTBUS, B PE3yJabTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXKHBIM
BOCCTAHOBHUTH COJIepKaHHe HH(POpMAIUK B HHOOPMAIIMOHHON CUCTEME U (W) B PE3yJIbTaTe KOTOPBIX
YHUYTOXKAIOTCS MaTepHaIbHble HOCUTEIH HH(POPMALIUH.

YpoBeHb 3alIMIIEHHOCTH TEPCOHAJIBHBIX JAHHBIX - KOMIUICKCHBIH IOKa3aTelb,
XapakTepu3ymuil TpeOOBaHNs, UCIIOJIHEHHE KOTOPHIX 00eCeynBaeT HEUTPaTU3aIiio ONpeIeICHHbBIX
yrpo3 0€30MacHOCTH TEPCOHAIBHBIX JAHHBIX NMPH HX 00paboTke B WH(POPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAHHBIX.

HenocTHocTs uH@OpMAMH - CHOCOOHOCTH CPEACTBA BBIYMCIUTEIBHON TEXHUKH WIIU
MH(POPMALIMOHHON CUCTEMBI OOecreYrBaTh HEM3MEHHOCTh MH(OpMAIMM B YCIOBHSX CIy4ailHOTO H
(WIM) IpeAHAMEPEHHOT0 UCKAKEHUS (pa3pyIeHus).

3. HOPAAOK OPTAHU3AIIMU U ITPOBEJAEHUS PABOT 110
OBEC IIEYEHUIO BE3OITACHOCTH HH®OPMALIUN

3.1. Tlom opranmzanmeit obOecrieueHHss OE30MACHOCTH 3allvIacMol WHMOpManuu TpH ee
obpaboTtke B UC monumaeTcsi popMuUpOBaHUE U peau3aliis COBOKYITHOCTH COTJIACOBaHHBIX IO LIEJH,
3ajjlayaM, MECTY H BPEMEHHM OpPraHU3allMOHHBIX U TEXHHUYECKUX MEpOINPHUSATUH, HAMpPaBICHHBIX Ha
MUHUMU3ALUIO yiiepda OT BO3MOXHOW peanu3ali yrpo3 0e30ImacHOCTH 3alluiaeMoi nHpopmMaiuu,
peann3yeMbIX B paMKaxX CO3/1aBaeMOM CHCTEMBI 3aIIuThl HHGopManuu (nanee - C31).

3.2. C3U Brirouaer B ce0si OpraHU3aluOHHbBIC U (WIIM) TEXHHYECKUE MEPHI, ONPEICIICHHBIC C
YUETOM aKTYaJIBHBIX YIpo3 O€30MacHOCTH 3allimiaeMoil WHGOpMAIMH, YPOBHS 3allUIIEHHOCTH
MEePCOHANIbHBIX JaHHBIX (manee - [1/[H), KOTOphI HEOOXOOUMO OOECIEeUnTh, Kiacca 3allUIEHHOCTH
rocynapctBeHHOH HHpopmannoHHol cuctemsl (manee - 'MC) u MHQOpPMALMOHHBIX TEXHOJIOTUH,
ucnoinbszyemsix B UC.

3.3. besomacHocTs 3ammmaemMoir nHpopMaluu npu ee oopadotke B UC obecreunBaer OY
WJTU JIUII0, OCYIIECTBIIsIoNIee 00paboTKy 3amuiaeMoi nHpopManuu 1o nopydeHuto OY Ha OCHOBaHHH
3aKJII0YAEMOTO C 3THM JIMIIOM JIOTOBOpa (fajiee - ymoJiHOMOYeHHoe Jyinio). JoroBop mexay OY u
VIIOJTHOMOYEHHBIM ~ JIUIIOM JOJDKEH TMpeaycMaTpuBaTh OOS3aHHOCTh  YIMOJHOMOYEHHOTO  JIUIA
obecreynTh 6€30MaCHOCTb 3aluiaeMoi nHdopmaiuu npu ee oopadorke B VIC.

3.4. 3ammra undopmarum, coaepxareiics B C, obecnieunBaercsa myteMm BbinosHeHHs OY
TpeOOBaHMI K OpraHu3aluM 3amuThl MHopMarmu, coaepxamieiics B UC, u tpeboBanuil k Mepam
3aMThl HH(popMaluu, coaepxarieiics B C.

3.5, OV Ha3zHayaeTrcsi JMIIO, OTBETCTBEHHOE 3a OpraHU3aluio 00pabOTKH NEepCOHANbHBIX
JaHHBIX MpU UX 00paboTke B OVY.

3.6.  Jlns obecrieueHus: 6€30MacHOCTH 3amuiaemMoi nadopmanuu, conepxameiica 8 IC, OY
Ha3HAYaeTCs CTPYKTYpHOE MOJpa3/ieNeHue WM J0JDKHOCTHOE, JIMIO (COTPYAHUKH), OTBETCTBEHHOE 32
obecrieyeHrne O€30MaCHOCTH MEPCOHAJBHBIX JAHHBIX M 32 3allUTy WH(POpMalMM, HE colepKalei
CBEJICHUs, COCTABISIOIIME TOCYIAapCTBEHHYIO TailHy, B MH(QOpMalMOHHBIX cucreMax OV (nanee -
OTBETCTBEHHBIH).

3.7.  ns mpoBeneHus paboT 1Mo 3aniuTe HHPOPMAIIUHU B XOJI€ CO3TaHUs, IKCIUTyaTalluu

u BbiBoja u3 dkcmuryatauuu MC OY B COOTBETCTBMM C 3aKOHOAATENHCTBOM Poccuiickoit
®denepanuu Mpu HEOOXOIUMOCTH MPUBIIEKAIOTCS OPTaHU3alUU, UMEIOIIHE JTUICH3UIO Ha



JEeSITeIbHOCTh 10 TEXHUYECKOW 3aliuTe KOH(HIEeHIMAIbHON HHQOpPMAIMH B COOTBETCTBUU C
OenepanbubiM 3akoHOM 0T 4 Mas 2011 1. Ne 99-@3 «O nuEeH3UPOBAHUM OT/ACIBHBIX BHJIOB
JESITEIbHOCTHY.

3.8. Ilpu HEOOXOAMMOCTH K OCYIICCTBICHHIO MEPONPHATHA 1O OOHApYKCHHIO,
NPENYNPEXKACHUI0O W JIMKBUJALMM IOCJIEACTBUI KOMIIBIOTEPHBIX AaTaKk W pPEarupoBaHUIO Ha
KOMITBIOTEPHBIE MHIIMACHTBI MOTYT MPUBJIEKATHCS CHEIUATU3UPOBAHHBIC OpPraHU3alUU, SIBIISIOLIUECS
AKKPEJUTOBAHHBIMHU IIEHTPAMH TOCYJApCTBEHHOW CHUCTEMBl OOHAPYXKCHHS, MPEAYNPEKACHUS U
JTUKBHUJIAIIUU TIOCICACTBUN KOMIIBIOTEPHBIX arak Ha wuH(pOpMamuoHHBIE pecypchl Poccuiickoit
@enepauyy (32 HMCKIIOYEHHEM Ciy4as, IPEIyCMOTPEHHOIO IOAIYHKTOM «0» myHKTa 5 VYkasa
[Ipesunenra Poccuiickoit ®@enepanuu or 1 mas 2022 1. Ne250 «O [HOMOJHUTENBHBIX MeEpax IIo
obecneuenuto nHpopmanmuonHoi 6e3omacHocT Poccuiickoit denepamum).

3.9. Jlns obecnieueHus 3amuThl HHPopMaIum, coaepxkaieiica B UC, npuMeHsI0TCs cpeacTBa
3aIuUThl MHPOPMAIIMH, MPOLIEANINE OIEHKY COOTBETCTBHUS B opMe 00s3aTeNbHOM cepTudukanuu Ha
COOTBETCTBHE TpeboBaHUAM M0 Oe3omacHOCTH UHGOPMAUU B COOTBETCTBHH CO CTaTbel 5
®enepanbHoro 3akoHa ot 27 aexkadps 2002 r. No 184-D3 «O TeXHUUYECKOM PETYIUPOBAHUI.

3.10. 3ammra mnbopmanuu, coaepxameiics B UC, saBnsercs cocTaBHOW 4acTbio paboOT 1o
co3manuio ¥ 3kcrutyarauud MC u obecrnieunBaeTcss Ha BceX CTaausAX (dTamax) ee CO3JaHMs, B XOHE
AKCIUTyaTallii U BBIBOJIA M3 JKCIUTyaTalldd IMyTEM MPUHATUS OPraHU3AlMOHHBIX U TEXHUYECKUX MeEp
3aluUThl MH(POpPMAINK, HaNpaBICHHBIX Ha OJOKHpOBaHWE (HEHTpanM3aluio) yrpo3 Oe30MacHOCTH
unpopmanuu B C, B pamxax C3U.

3.11. OpraHu3anMoHHbIE U TEXHUYECKUE MEPHI 3aIUTHl HHPOPMAIUHU, PeaTu3yeMble B paMKax
C3U, nomxHbl OBITH HAMPABICHBI HA UCKJIIOUEHUE:

- HENpaBOMEPHBIX JIOCTyNa, KONUPOBAaHUS, MPEAOCTaBICHUS WIM  PACIPOCTPAHEHUS
nHpopmanuu (obecrieueHne KOHPUACHINATLHOCTH HHPOPMAIIH);

- HENpaBOMEPHBIX YHUUTOXKEHHUS WM MoauduuupoBaHus uHpopManuu (obecneueHue
L[EJIOCTHOCTU MH(OpMAIUN);

- HempaBOMEpHOro OJIOKHpoBaHUS HH(pOpMaluy (o0ecrieueHue T0CTYITHOCTH NH(OPMALINN).

3.12. Jlns obecnieveHus 3amuThl HHPOpMaImH, coaepxkarieiics B IC, mpoBOAsSTCS ClieAyIONue
MEPOTIPUSITHS:

- (opmupoBanue TpeboBaHuii K 3anuTe HHGOpMaIu, coaepxameiics B C;

- paspaborka C3U;

- BHenpenue C3U;

- arrectanus VC no TpeboBanusaM 3amuThl nHGopMaluu (nanee - arrecramus UC);

- oOecrniedeHue 3aUTHl UHGOPMAITUHU B XO/I€ IKCILTyaTalluu arrectoannoi UC;

- oOecrnievyeHre 3amMThH HHPOPMAIIMK TPU BBIBOJE M3 dKcIuTyatanuu arrectoBanHoi VC wmu
MOCIe IPUHATHUS PelIeHus] 00 OKOHYaHUH 00paOdOTKH UH(OPMALIHH.

3.13. B nensx ocyuecTBieHUs MOHUTOPUHIA, MPEAYCMOTPEHHOTO MOJINYHKTOM «B)» IYHKTa 5
Vka3a IIpesnnenta Poccuiickoit @enepanuu ot 1 mMas 2022 r. Ne 250 «O noNONMHUTENBHBIX MEpax IO
obecnieuennto uHpopMalMoHHON Oe3onmacHoct Poccuiickoit ®expepanumny, TOMKHOCTHBIM JIHIIAM
OpraHoB ¢enepaiabHOM CIIy:KObl 0€301MacCHOCTH pa3pelaeTcs OecpensITCTBEHHBIH JOCTYM (B TOM YuCIe
yIaJeHHbI) K MPUHAANESKAIIUM BEIOMCTBY JHO0 Hcmoiab3yeMbiM OY HHDOpPMAIMOHHBIM pecypcam,
JOCTYH K  KOTOphIM  oOecrmeuyuBaeTcss  IOCPEJICTBOM  MCIONb30BaHHMS  HMH(POPMAIMOHHO-
TENIEKOMMYHUKAIIMOHHOU ceTu « HTepHeTY.



3.14. OrtBercTBEeHHBIN 3a oOecnedyeHHe WHPOPMAIMOHHONW O€30MacHOCTH OCYIIECTBIISET
OopraHnu3anuvio 1 KOHTPOJIb UCIIOJITHCHUA:

- yKa3aHWi, JaHHBIX oOpraHamu (QeaepanbHON CIyKObl 0€30HmacHOCTH MO  pe3yibTaTram
MOHHTOPHHTIA,

- OPraHu3alMOHHbIX U TCXHUYCCKUX MEP, PCILICHHUC O HGO6XOI[I/IMOCTI/I OCYHICCTBJICHUA KOTOPBIX
npunsato denepanbhoii cimyx60it 6e3omacHocTu Poccuiickoit denepannu nu deaepanbHol ciayx00i 1o
TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO B IPEJieiaX UX KOMIIETEHLIUN U HalpaBjeHo B aapec OY.

4. ®POPMUPOBAHHUE TPEBOBAHUM K 3AIIIUTE NH®OPMAIIUM,
COJEPXKAIENCSA B UHPOPMAIIMOHHOMN CUCTEME

4.1. ®opmupoBanue TpeOoBaHMM K 3ammure uHpopmanuu, coxaepxameiics B HC,
ocymectisiercs OY.

4.2.  ®opmupoBaHue TpeOOBaHUH K 3amuTe HHPpoOpMaIuu, coaepxaiieiics B IC, Bkitovaer:

- TPUHATHE PElIeHUs 0 HEOOXOIUMOCTH 3alUThl HHpOopMaIuH, coaepxamieiics B C;

- naccudpukanuio MC mo TpeOoBaHUSM 3alUThl HHQOPMAIMH, OIpPEIEICHUE YPOBHS
samumenHocty [1J1x npu nx o6padotke B IC;

- ompezeneHue yrpo3 0e30macHOCTH HH(POpPMAINH, peaan3anus KOTOPbIX MOXKET MPUBECTH K
HapymieHuto Oe3omacHoctu uHpopMmanumu B WC, u pa3paboTKy Ha HX OCHOBE MOJETH Yrpo3
0e30macHOCTH HH(POPMAIIHH,

- ompezaenenue Tpedosanuii k C3U.

4.3. llpu OpuHATUU pelIeHUs O HEOOXOAMMOCTH 3alUThl MHQOpPMAIMH, COIEpKalleiics B
NC, ocymectBusercs:

- ananu3 uenei coznanus UC u 3aga4, pemraemsix 3toit UC;

- ompenenenue nHpopmaimu, noanexaniei oopadortke B UC;

- aHAJIM3 HOPMATHUBHBIX TIPABOBHIX AaKTOB, METOJIWYCCKUX JOKYMEHTOB W HAIlMOHAIBHBIX
CTaHJapTOB, KOTOPBIM JOJKHA cOOTBEeTCTBOBAThH C;

- TIpUHATHE peuieHus: o HeoOxonumocTu co3nanusa C3U, a Takke ompeneneHue 1enen u 3aaad
3amuThl nHpopmanuu B UC, ocHOBHBIX 3TanoB co3nanus C3U u ¢pyHKuil mo obecrneyeHnio 3amuThl
nHpopmanuu, cogepxarierics B UC.

4.4.  Pesynprarsl knaccudukanuu UC opopMistoTest akToM KiaccuUKaIum.

4.5. Pesynbrarel ompeaeneHus ypoBHs 3amunieHHoctu I[I[IlH mpu ux oOpabotrke B MC
0(hOpMIISIOTCSI aKTOM ONPENIETICHUs] YPOBHS 3aIIUIIEHHOCTH.

4.6. VYrpo3sl ©Oe3omacHOCTH HMH(POPMALMU ONPEICHAIOTCS IO pe3yiabTaraM OLEHKH
BO3MOXXHOCTEH (MIOTEHIIMANa) BHEIIHUX W BHYTPEHHUX HApPYIIUTENEH, aHaln3a BO3MOXKHBIX
ya3Bumocteir MC, BO3MOXHBIX CIIOCOOOB peaju3alMd yrpo3 0Oe3omacHOCTH HHpopManuu u
MOCEJICTBUM OT HapylleHUs CBOMcTB Oe3zomacHocTH HHGpoOpManyu  (KOH(HUACHIUAIBHOCTH,
LEJIOCTHOCTH, IOCTYITHOCTH).

4.7. B xadecTBe UCXOIHBIX TAHHBIX JUIsI OMpPENENICHUS yrpo3 0e30MacHOCTH WH(OpMAIUU
ucrosib3yeTcss 0aHK MaHHBIX Yrpo3 Oe3omacHoctu uHpopMmaruu (bdu.fstec.ru), BemeHue KoTOporo
ocyuiectisiercss PCTIK Poccun.

4.8. Ilpu ompeneneHun yrpo3 O0€30MaCHOCTH HMH(OPMAIMM YYHUTBHIBAIOTCS CTPYKTYpPHO-
¢dbyHkmoHanpHble Xapaktepuctukun HWC, Bkmoyaromme CTpykTypy u coctaB UC, dQusudeckue,
Jorudeckue, QyHKIMOHATBHBIE W TEXHOJOTHYECKHE B3aUMOCBS3M Mexay cermeHTamu MC, ¢ WHBIMH
NC u nadopmanimoHHO-TEICKOMMYHUKAIIMOHHBIMU CETSMH, peXUMBbI 00padoTku uHpopmaruu B UC u
B €€ OTJAEIbHBIX CEerMEHTax, a Takxke HHble Xapakrepuctuku WC, mpumensemble MHGOPMAIMOHHbBIE
TEXHOJIOTHH ¥ OCOOCHHOCTHU €€ ()YHKIIMOHUPOBAHUS.



4.9. Tlo pe3ynapTaTtaM OIpeAesIeHHs] yrpo3 0€30MacHOCTH MH(POPMAIMKA TPH HEOOXOIUMOCTH
pa3padaTbIBalOTCA PEKOMEHJAIMU 10 KOPPEKTHPOBKE CTPYKTYPHO-(PYHKIMOHAIBHBIX XapaKTEPUCTHK
NC, wHampaBieHHble Ha OJIOKMpOBaHHME (HEWTpalIM3alMio) OTACIBHBIX yrpo3 OE30MacHOCTH
uHpopMaLuu.

4.10. Mogenp yrpo3 Oe3omacHOCTH WHGOpPMAIUU JOJDKHA cojaepkarh onucanne MC u ee
CTPYKTYpHO-(DYHKIIHOHAJIBHBIX XapaKTEPUCTHK, a TAK)KE ONMHCAHUE YIpo3 0e30MacHOCTH MH(pOpMaIuy,
BKJIIOYAIOIIIEE OINHMCAHME BO3MOXKHOCTEH HapymwuTelned (MOAENb HApYIIUTENs), BO3MOXKHBIX
yszumocteit MIC, crmoco0oB peanusanuu yrpo3 0e30macHOCTH HMH(OpPMAUKM M TOCIESACTBUUA OT
HapyLIECHHsI CBOMCTB 0€30MaCHOCTH WH(OPMAIIHH.

4.11. TpeboBanua xk C3M ompenenstorcs B 3aBUCUMOCTM OT Kiacca 3auuiueHHoctn MC,
ypoBHs 3ammmeHHocTr I1[[H mpu ux obpaborke B MC um yrpo3 Oe3omacHOCTH HH(POpMALUH,
BKJIFOUEHHBIX B MOJIENIb YIpo3 6€301MacHOCTH HH(OPMALIUH.

4.12. Tlpu omnpenenenun TpeOoBanuii k C3U yuuTeiBatroTcsi monoxeHus nonutuku OY B
OTHOIIEHUU 00pabOTKU NEPCOHANBHBIX JaHHbBIX.

5. PABPABOTKA CUCTEMBI 3AIIUTHBI TH®OOPMALIMU

5.1.  Pazpabotka C3U opranuzyercs OV.

5.2.  Pazpaborka C3U ocymiecTBisieTcsi B COOTBETCTBUU C TEXHUYECKHM 3a/JlaHHEM Ha
co3nanue C3U u B TOM 4Uuncie BKIIOYALT:

- npoektupoBanue C3U:

- pa3paboTKy AKCIUTyaTallMOHHOM JoKyMeHTanuu Ha C3U;

- MaketupoBanue u rectupoBanue C3U (mpu HE0OX0IMMOCTH).

53. C3M He momKHA TPEMATCTBOBATH JIOCTIKCHHIO T1ened co3manms HC u  ee
(YHKIIMOHUPOBAHMUIO.

5.4. Ilpu paszpaborke C3U yuuthiBaeTcs ee nHGOpPMAIIMOHHOE B3auMoieicTBrue ¢ uHbIMH MC
1 MH)OPMAITMOHHO-TEIEKOMMYHUKAITUOHHBIMUA CETSMH.

5.5.  IIpu mpoextupoBannu C3U1 oCymIeCTBISIIOTCS CAEAYIOIMINE MEPOTIPHUSITHS:

- OMNpeAensoTcs TUIbl CyOBEKTOB JAOCTyIa (MOJb30BATENM, MPOLECCHl U HHbIE CYOBEKThI
JI0CTYyNa) U OOBEKTOB JOCTYMA, SIBIAIOIIMUXCS OOBEKTaMHU 3alUThl (yCTpoWcTBa, 0OBEKTHI (haioBOM
CHUCTEMBI, 3allyCKaeMble€ W HUCIIOJHSIEMBbIE MOJIYJH, OOBEKTHl CHUCTEMBl YIpaBlICHUs Oa3aMHu [TaHHBIX,
00BEKTHI, CO3aBaeMble MPUKIIAJHBIM IPOIPaMMHBIM 00€CIIeYeHHEM, HHBIE OOBEKTHI 1I0CTYIA);

- OMpeAeNstoTCS METO/IbI YIPABICHHS JTOCTYIOM (IMCKPEIMOHHBINA, MaHIATHBINA, POJIEBON WIIN
WHBIE METOJIbI), THUIBI JOCTYMa (YTEHHE, 3alKCh, BHIMOTHEHUE WM WHBIC TUIBI JOCTYIAa) M MpaBUiIa
pasrpaHUYeHus] JOCTyMa CyOBEKTOB JOocTyma K OO0beKTaM JocTyna (Ha OCHOBE CIHCKOB, METOK
0€30MacHOCTH, POJIeH U MHBIX MPaBUi), MoANexKalme peanuzanuu B C;

- BBIOMpArOTCs Mephl 3aUThl HHGOpMarmu, moiexariie peanuzanuu B C3U;

- OMpeAeNstoTCS BUABI U TUIIBI CPEJCTB 3alUTHl HHPOpMAIIHH, 00ECTIeUNBAIOIIUE PEATU3ALINIO
TEXHUYECKHUX Mep 3alUThl HHPOPMAIUH:

- onpexensierca crpykrypa C3U, Bkimouas cocTaB (KOJMYECTBO) U MECTa pa3MEIICHHsS €€
AJIEMEHTOB;

- OCYIIECTBISIETCS BBIOOP CpPEACTB 3alUTHl  MHPOPMAIUHU, CEPTUPUIMPOBAHHBIX Ha
COOTBETCTBHE TPEOOBAHUAM IO 0€30MACHOCTH MH(OPMAILIUU, C YYETOM MX CTOMMOCTH, COBMECTUMOCTHU
¢ WH(OPMAITMOHHBIMA TEXHOJIOTHSIMU M TEXHHYECKHUMH CpPEICTBaMH, (PYHKIUH OE30MacHOCTH 3THUX
CpeICTB U 0OCOOCHHOCTEH MX peaju3alliy, a Takke kiacca 3anmuiieHHocTr VC, ypoBHS 3alIUIIIEHHOCTH
I1Ta mpu ux obpadotke B UC;

- ompeensoTcs TpeOOBaHUS K IapamMeTpaM HACTPOMKM MpOrpaMMHOro obOecreyeHus,
BKJIFOYAsl MPOTPaMMHOE OOECIIeYeHUEe CPEJICTB 3allUThl HH(POpMaNUU, 00ECIEUNBAIOIINE PEATH3AIINIO



Mep 3aIluThl MH(QOpPMALUHU, a TakXKe yCTpaHEeHHEe BO3MOXHbBIX ysa3BuMmocted IIC, mpuBomsmmx x
BO3HUKHOBEHUIO yrpo3 0e30macHoCTH HH(popMaImmy;

- ONpPENENSAIOTCS Mephbl 3alIUThl MH(pOpPMAIUK NpH HHOOPMAIIMOHHOM B3aUMOJCHCTBUU C
nabIMU VIC 1 mHPOPMALIMOHHO-TEIEKOMMYHUKAITMOHHBIMU CETSMHU.

5.6.  Pesynbrarsl npoextupoBanust C3U oTpaxarorcs B IpoeKTHOH nokymenTtanuu Ha MC.

5.7.  Ilpu orcyTrcTBUHM HEOOXOAMMBIX CPEACTB 3aLIMTHI HH(OPMAINH, CEPTHPHUINPOBAHHBIX HA
COOTBETCTBHE TpeOOBaHMAM IO 0€30MacHOCTH MH(OPMALMU, OpraHu3yeTcs pa3zpaboTka (mopaboTka)
CPEZACTB 3alUTH HHPOPMAIIUN 1 X CEPTH(HKAINSA B COOTBETCTBUHU € 3aKOHOJATEIbCTBOM Poccuiickoit
denepauyy WIK MPOU3BOIUTCS KOPPEKTUPOBKA MpoeKTHbIX pemennid no UC u (umm) ee C3U ¢ yuetom
(YHKIMOHATBHBIX BO3MOXXHOCTEH MMEIOIINXCS CEPTUDHUIIMPOBAHHBIX CPENICTB 3AIIUTHI HH(POPMAIINH.

5.8. PazpaboTka okcrryaranmoHHOW JOokymeHtanmu Ha C3U  ocymiecTBisercss B
COOTBETCTBUM C TEXHUUYECKHUM 3a7aHueM Ha co3fganue C3MU.

5.9.  IIpu maketupoBanuu u TectupoBanur C3U1 B TOM ymciie OCYIIECTBISIOTCS:

- TpoBepKa paboTOCIIOCOOHOCTU U COBMECTUMOCTH BBIOPAHHBIX CPEJCTB 3aIUThl HHPOPMALUU
¢ UH(OPMALIMOHHBIMU TEXHOJIOTUSAMHU U TEXHUYECKUMU CPE/ICTBAMU;

- TpOBEpKa BBIIOJHEHUs BEIOPAHHBIMU CpeACTBAMU 3alluThl HHpOopMaun TpedoBanuit k C3U;

- KOPPEKTHPOBKA MIPOEKTHBIX PELIeHUH, pa3paboTaHHbIX Mpu co3nanuu C3U.

5.10. MakerupoBanue C3M u ee TecTHUpPOBaHHE MOXXET HPOBOJUTHCA B TOM YHUCIE C
HCIOJIb30BaHUEM CPEJICTB U MeTO0B MojenupoBanust IC 1 TeXHOIOrui BUPTYyaIU3aLHH.

6. BHEJAPEHUE CUCTEMbI 3AIUTHBI THO®OPMALIUU

6. 1. Buenpenne C3U opranmsyercs OVY.

6.1. Bueaperne C3U ocymiecTBiusieTcss B COOTBETCTBHH C MPOEKTHOW M IKCILTyaTallHOHHOMN
nokymeHTarueit Ha C3U 1 B TOM unciie BKIIIOYAET:

- YCTaHOBKY M HACTPOWKY CPeJCTB 3amMThl HHpopmaruu B 1C;

- pa3paboTKy JOKYMEHTOB, ONPEAEISIONINX MIPaBUIa U MPOLELYPHl, pealu3yeMble BEIOMCTBOM
i obecriedenust 3amuthl nHpopmanuu B MC B Xozxe ee skcIulyaTanuu (fajee - OpraHu3alioHHO-
pacnopsAMTENbHbIE JOKYMEHTHI 110 3allUTe HHPOPMAIIIH);

- BHEJPEHHE OPraHU3AIMOHHBIX MEp 3alIUThl HH(OPMAIUK;

- npenBaputenbHble ucnbiTanusg C3U (mpu HEOOXOAUMOCTH);

- omnbITHYIO 3kcmryaranuo C3U (mpu HeoOXoaumMocTH);

- aHanu3 ysa3suMocteit IC u nmpuHsATHE Mep 3alUThl HH(OPMAIMK MO UX YCTPAHEHUIO;

- npuemouHsle ucnbitauus C3U (mpu HEOOXO0IUMOCTH).

6.2. YcraHoBKa H HacTpoWka cpelIcTB 3amuThl HHPopMmauuu B MC nomKHA IPOBOIUTHCS B
COOTBETCTBUM C JKCILTyaTallMOHHOW JokyMeHTanueil Ha C3U n qoxkymeHTanuen Ha CpeJCcTBa 3allUThl
uHpopMaluu.

6.3. PaspaOaTbiBaeMble  OpraHM3allMOHHO-PACTIOPAJUTEIbHBIE JOKYMEHTHl IO  3alluTe
MH(OpMAIIUU JTOJKHBI ONIPEEIIATh MPaBUiIa U MPOLEAYPHI:

- TUIAHUPOBAHMS MEpONpHATUH o 3amuTe nHdopmanyu B UC;

- ympasnenus (axmuHucTpupoBanus) C3U;

- BBIABJICHUS MHIUAECHTOB (OJJHOTO COOBITUS MIIM IPYIIIBI COOBITHIA), KOTOPhIE MOTYT MPUBECTH
K cOosM i HapymeHuto QyHkiuonupoBanust C u (miM) K BOZHUKHOBEHHIO yrpo3 0e30MacHOCTH
nH(popmManuu (1ajgee - MHIIUAEHTHI), 1 pearupoBaHMsI Ha HUX;

- ympasieHus koHpurypamuent arrecroaadoi UC u C3U;

- KOHTpOJISI 3a o0ecIieYeHneM YpOBHsI 3alUIIIeHHOCTH nH(popManuu, coaepxaieiics B C;

- uHpopMHUpOBaHUA U 00ydeHUs nepconana UC;



- 3amuThl HHGOpPMaUU MpH BeIBOJAE U3 dKciuryatauun MC unu nocne npuHATUS perieHust 0o
OKOHYaHUH 00pabOTKH HH(POPMAIIHH.

6.4. Ilpu BHeIpeHUU OPTaHU3AIMOHHBIX MEP 3aIIUTHI HH(POPMAIIMU OCYLIECTBISIOTCS:

-peanu3anys MpaBWl pa3rpaHUdeHuUs] JOCTYIA, PETIaMEHTHPYIOUINX MpaBa AOCTyNa CyOBEKTOB
AocTyna K oOBeKTaM JOCTYIa, M BBEIEHHE OrpaHMUYCHHM Ha JCMCTBUS MOJB30BATENCH, a TAaKkKe Ha
M3MEHEHHE YCIIOBHM KCIUTyaTalluy, COCTaBa U KOH(QUTYPAIMH TEXHUUECKUX CPEJICTB U MPOrPAMMHOIO
obecrieyeHus:

- IpOBEpKa IMOJHOTHl M JETAJIbHOCTH OIMCAaHUS B OPraHU3allMOHHO-PACIOPSAIUTENbHBIX
JOKYMEHTaX NoO 3amure uHpOpMalMM JACHCTBUHM moib3oBarened u aaMmuHuctparopoB MC 1o
peanu3aly OpraHu3alMOHHBIX MEp 3alUThl HH(opMaImy;

- 0oTpaboTKa NEHCTBHUI MTOJPKHOCTHBIX JIMI] U MOAPA3/CIICHUH, OTBETCTBEHHBIX 32 PEaTU3aIIUI0
Mep 3aluThl UHPOPMALIHH.

6. 6. Ilpensapurensubie ucnbiTanus C3U BkimouaroT mpoBepky paborocmocobnoctu C3U, a
TaKKe MPUHITHE PEUIEHUSI O BO3MOXKHOCTU ONBITHOM 3Kcrtyarauuu C3U.

6.7. OmnbiTHas skcrutyatauus C3U BrirouaeT mpoBepky (yHkunonupoBanus C3U, B Tom
Yyclieé pealM30BaHHBIX Mep 3aluThl HWH(GOpMAalMK, a TakKe TOTOBHOCTh IOJIb30BaTeNeil U
aAMUHUCTPATOPOB K sKciutyatanuu C3U.

6.8. Amnanuz ys3zBumocteit MC mpoBoauTCs B HENSIX OLIEHKH BO3MOXHOCTU MPEOIOJICHHS
napymmrenem C3U u mpenoTBpalieHus peanusaluud yrpo3 Oes3omnacHocTd uH(opmanuu. AHanu3
ys3BuMocTeit MC BkIIOYaeT aHaiu3 YSA3BUMOCTEH CpEACTB 3alluThl WHGOPMAIUU, TEXHHUYECKUX
cpenctB u nporpammuoro obecrieuenus VC. Ilpu ananuze ysasBumocteid UC npoBepsieTcsi OTCYTCTBHE
W3BECTHBIX YSI3BUMOCTEHM CpPEICTB 3aIlIUThl MH(OpPMALMHU, TEXHUYECKHX CPEICTB U MPOrPaMMHOTO
o0ecrieyeHus, B TOM YHCIIE C Y4eTOM MH(OpMaIuy, UMEIOMIEHCs y pa3padOTYMKOB U MOTyYCHHOU U3
JIPYTUX OOILIEAOCTYNHBIX HCTOYHMKOB, IPABWJIBHOCTh YCTAaHOBKM M HACTPOMKHU CPENICTB 3aIIUThI
nH(pOpMalIUY, TEXHUYECKUX CPEACTB U MPOTPaMMHOr0 0OECHEeYeHHUs, a TaKKe KOPPEKTHOCTb PabOThI
CPEJIICTB 3alTUThl HHGOPMALIMK MPU UX B3aUMOJICHCTBUHU C TEXHUYECKUMHU CPEACTBAMHU U MPOTPAMMHBIM
oOecneueHneM. B cinyuae BwisiBieHus ysa3BuMocted WC, mnpuBoadmux K BO3HUKHOBEHHIO
JIOTIOJIHUTENBHBIX  yIpo3 0Oe3omacHOCTH MHGOpMaluU, NPOBOJUTCA YTOYHEHHE MOJEIU yIpo3
0e30macHOCTH MH(QOpPMAIMK ¥ MpU HEOOXOJWMOCTHU NPUHUMAIOTCS JOMOJHUTEIbHBIE MEPbl 3alUThI
nH(pOpMallUY, HalpaBiI€HHbIE HA YCTPAaHEHHE BBISBICHHBIX YSI3BHUMOCTEH MM MCKIIOYAIOLIUE
BO3MOXXHOCTh HCIOJIb30BaHUSI HapyIIMTENEM BbISBIEHHBIX ysa3BuUMocTed. Ilo pesynpraTtam anamuza
YSI3BUMOCTEH JIOJKHO OBbITh MOATBEPkKAEHO, 4To B MC OTCYTCTBYIOT YS3BUMOCTH, COJIEpKallUecs B
Oanke maHHBIX yrpo3 OezonacHoctu uHGopMmaruun PCTIK Poccun, a Takke B MHBIX UCTOYHUKAX, WIH
WX HCTIONIb30BaHKE (IKCIUTyaTallHsl) HApPYIIUTEIEM HEBO3MOXKHO.

6.9. Ilpuemounsie ucnsitanusi C3M BKIIOUAIOT MPOBEPKY BBIMONMHEHUS TpeOoanuii k C3U B
COOTBETCTBUM C TEXHUUECKUM 3aJjaHueM Ha cozganue C3U.

7. ATTECTAIIUAA UH®OPMAIIMOHHON CUCTEMBI

7.1.  Arrtecramus MC mpoBoauTCS Ha dTamne €€ CO3/JaHus WIH Pa3BUTHUS (MOACPHU3ALNU) H
MpeycCMaTpUBaeT MPOBEJACHUE KOMILUIEKCA OPTaHU3AIMOHHBIX M TEXHUYECKUX MEPOMPHUITHA U paboT
(aTTecTallMOHHBIX WCIIBITAHUN), B pe3yabTaTe KOTOPHIX MOATBepxkaaeTcss coorBercTBue UC
TpeOoOBaHUSM TO 3amuTe WHGOPMAIMKM B YCIOBUSAX €€ JKCIuTyaTtamuu. Jlomyckaercs MpoBeaeHUE
arrectaruu MIC Ha JTame ee SKCIUTyaTalldd B Ciydae, €CJIM BEIOMCTBOM IIPUHSATO pelieHue o0
00paboTke 3amuiiaeMoi nHGOpMaIMK mocie BBoja B akciutyataruio NC.

7.2. Jlna TpoBeneHUs] AaTTECTAIIMOHHBIX HCHbITaHui OY TpHUBICKaeT OpraHU3aIuIo,
MMEIOIYIO JIUIIEH3WIO Ha OCYIIECTBICHUE ACATEIHPHOCTH MO TEXHUYECKOH 3alIuTe KOH(PUACHITNATBHON
nHpopManuu (C paBOM NPOBEICHUSI pabOT M OKa3aHUS YCIYr MO aTTECTAIIMOHHBIM HCIBITAaHUSM M



aTTECTAIlMd Ha COOTBETCTBHE TpeOOBaHWAM 1o 3amuTte nHpopmanun), Beiganayro ®CTOK Poccun B
cooTBeTcTBUM ¢ [losokeHneM O .JMUEH3UPOBAHUU JEATENbHOCTH II0 TEXHUYECKOM 3aliure
KOH(HIESHIIMATBHONH HH(pOpMAIMK, YTBEp)KICHHBIM IocTaHoBiIeHHEeM IIpaButenscTBa Poccuiickoit
@enepanun ot 3 deBpans 2012 1. Ne 79 (nanee - oprad mo aTTecTanun).

7.3.  Cpok mpoBeaenust pabor no arrectanuu VC ycranaBmuBaercst OY 1o cOriacoBaHHUIO €
OpPraHOM IO aTTECTALUU, HO HE MOYKET MPEBBIIIATH YETHIPEX MECALIEB.

7.4. IlpoBenenue aTTECTAllMOHHEBIX HUCHIBITAaHUHU nucC JOKHOCTHEIMA JINIIaMH,
OCYUIECTBIISIOIKUMHU NpoekTupoBanue u (win) Bueapenue C3U UC, ne nonyckaercs.

7.5. Jlna mpoBeneHust pabor mo arrectaunu OV mpeAcTaBisieT B OpraH IO aTTeCTalluu
CIICAYIOIINE IOKYMEHTBI MM UX KOMHHU (110 PEIICHUIO BEAOMCTBA JOKYMEHTHI (MX KOIUH) MOTYT OBITh
IIPEJICTABJIEHbI B OPTaH 10 aTTECTAllMM B BUJIE JIEKTPOHHBIX JJOKYMEHTOB):

- rtexnudyeckuid macnopt Ha HMC mo ¢dopme cormacHo mnpwioxenuto Ne 1 k Ilopsaky
OpraHM3alii W TpPOBEACHUA PA0OT MO aTTecTalud OOBEKTOB HMH(OpPMATHU3AlMM HA COOTBETCTBUE
TpeOOBaHUSAM O 3alUTe HHPOPMAIMH OTPAaHUYEHHOTO JIOCTYIA, HE COCTABJISIOUICH TOCYJapCTBEHHYIO
Taliny, yreepxkaeHHomy npukazoM @CTOK Poccun ot 29 anpens 2021 r. Ne 77;

- akt kiaccudukamun UC no popme cornacuo npusoxenuto Ne 3 k [lopsiaky opranuzanuu u
MpoBeJeHUsT paboT MO arrecTaluu OOBEKTOB HMH(OpMATH3AIMK HA COOTBETCTBHE TPEOOBAHHSIM O
3amuTe HMHQOpPMAIMM OrPAHUYEHHOTO JOCTYyINa, HE COCTAaBJISIONICH TOCYyAapCTBEHHYIO TaliHy,
yrBepxkieHHOMY npukazoM OCTIK Poccun ot 29 anpensa 2021 r. Ne 77;

- aKT ompeneneHus ypoBHs 3amuineHHoctd [1/In npu ux o6padorke B UC (mpu ob6paboTke B
arrecryemoii C [1/1n);

- MoJeib yrpo3 6e30macHOCTH HH()OPMALIUH;

- TEXHUYECKOE 3aJaHue Ha co3fgaHue (pasButue, Moaepumszanuioo) [IC u (unm) yactHOE
TEXHUYECKOE 3aJlaHre Ha co3/jaHue (pa3BUTHE, MOJIEPHU3AITNIO) CUCTEMBI 3aiuThl nHpopManuu [1C;

- TpOeKTHas TIOKyMEHTalus Ha cucreMy 3amuThl nHPopmanuu UC (B ciydae ee pa3paboTKu B
xone coznanusa NC);

- DKCIUTyaTallMOHHAs JOKyMEHTalMs Ha cuctemy 3amuTthl nHpopmanuu MC u npumensemsble
CpEeICTBa 3alIUThl UHPOpPMALIHH;

- OpraHM3alMOHHO-PACHOPSAUTENbHbIE  JIOKYMEHTHl 1o  3amure uHpopmauuu OV,
peraaMeHTHpYIoIINe 3alUTy HHpopMauu B xoe sKkciuryaTanuu MC, B Tom yncie mian MeponpusiTuil
no 3amure uHpopmanuu Ha VC, 1oKyMeHTBI IO MOPSAKY OLIEHKU yrpo3 0e30macHOCTH MH(pOopMaIuu,
YIPaBIEHUIO (aAMUHUCTPUPOBAHMIO) CUCTEMOMN 3alIMThl MHQOPMAIMK. YIPaBICHUIO KOH(Urypanuei
HC, pearupoBaHMIO Ha MHIUAEHTHl 0€30MaCHOCTH, WHGOPMHPOBAHHIO M OOYUYEHHIO IEpCOHaja,
KOHTPOJIIO 32 00ECleYeHneM YPOBHS 3aIUMIIEHHOCTH MH(OpManuu (fajgee - JOKYMEHTHI [0 3alluTe
uHpOpMaInn);

-IOKYMEHTBI, COJEpIKaIlNe pe3ynbTarhl aHanu3a ysa3Bumocted C M nmpHeMOYHBIX MCIBITaHUM
cucrembl 3amuThl HHGopmarun VC (B ciydae mpoBeJeHHs aHAIM3a U MCIBITAHUM B XOJ€ CO3IaHUs
HC).

7.6. Atrecrauus HC mnpoBoauTcs B COOTBETCTBUM C TPOTPaMMOM M  METOJUKAMH
aTTeCTAllMOHHBIX UCHbITaHUN. [IporpaMma 1 METOIMKM aTTECTAIMOHHBIX UCIBITAHUN pa3pabaThiBaeTCs
OpraHoM IO aTTeCTallMd B COOTBETCTBUM ¢ [lopsakoM opraHuzanuu M MpoBeAeHUs paboT 1o
arTecTallid OOBEKTOB HMH(pOpMATH3allUd HA COOTBETCTBHE TpeOOBaHMAM O 3aluTe WHPOpMalUU
OTPAaHUUYEHHOTO [JOCTYyNa, HE COCTaBJISAIOLIEH TIOCYAApCTBEHHYIO TaliHy, YTBEPXKIACHHBIM IIPHUKA30M
OCTOK Poccun or 29 ampens 2021 r. Ne77, m coriacoBbIBaeTcCs € BEIOMCTBOM. B  xoze
aTTECTAllMOHHBIX HCIBITAHUN OpraH MO aTTeCTallud MOXET BHOCUTh HU3MEHEHHsI B MpPOrpaMMy u
METOIVKH aTTECTAIIMOHHEIX UCIILITAaHUH MO coryiacoBanuio ¢ OVY.

7.7. B mporpaMMmy W METOAMKHU WCIBITAHUN JTOJKHBI ObITh BKIJIFOUEHBI CJIEIYIOIINE METOMAbI
MIPOBEPOK (UCTIBITAHUN):



- JKCIEPTHO-TOKYMEHTAJIBHBIA METOJ, MpeaycMaTpUBAIOIIMA TpoBepKy coorBeTcTBUs C3U
NC ycraHoBIEeHHBIM TpeOOBaHMSM M0 3aIIWTE MHPOPMALMH HA OCHOBE OLIEHKM HSKCIUTyaTal[HOHHOU
HoKyMeHTaruu. OpraHu3anMoOHHO-PACTIOPSIIUTENFHBIX TOKYMEHTOB IO 3alUTe WH(POPMALNUH, a TaKKe
ycnouii pynkunonuposanus 1C;

- adHanmu3 ys3Bumocted HMC, B TOM uuciae BbI3BaHHBIX HEMPABWIBHOM HACTPOMKOM
(KOH(UTYpUPOBAHUEM) TIPOTPAMMHOTO 00ECIICUCHHS H CPEJICTB 3alITUTHI HHPOPMAIUY;

- wucneltaduss C3M myreM OCyIIECTBIEHHUS TIONBITOK HECAHKIIMOHMPOBAHHOIO JIOCTyHa
(BozneiictBust) k IC B 06xo0x ee C3U.

7.8.  Homyckaercs arrectanus MC Ha OCHOBe pe3ylnbTaTOB aTTECTAI[MOHHBIX HCIIBITAHUU
BbIIeTICHHOTO Habopa cermeHToB VC, pean3yromux MOJHYI0 TEXHOJIOTHI0 00padoTku nHpopMmarmn. B
3TOM CJIy4ae paclpoCTpaHEHUE aTTecTaTa COOTBETCTBUA Ha Apyrue cermeHTsl MC ocyiecTBisercs npu
YCIOBMM MX coOTBeTcTBUS cermMeHTaMm MC, mpomenmum arrecTallMoHHble HcnblTaHus. CerMeHt
cuuTaeTcs CcooTBeTCTBYrOUIMM cermMeHTy MC, B  OTHOIIEHMHM KOTOPOro ObUIM HIPOBEIEHBI
aTTECTALlMOHHBIE MCIBITAaHUS, €CIM JUIsl YKA3aHHBIX CErMEHTOB YCTAHOBJICHBI OJIMHAKOBBIE KJIACChI
3alIUIIEHHOCTH, YPOBHM 3allMIIEHHOCTH, YPOBHU BaXXHOCTH, YTpO3bl 0€3011aCHOCTH HH(OpManuu,
peanu3oBaHbl oJuHaKoOBble npoekTHble pewmeHus no MC u ee C3U. B cermentax HMC, Ha KoTOpBIE
pacripocTpaHsieTcs arrectar cooTBeTcTBusA. OV olecneunBaercss COONIONEHUE HKCILTyaTallMOHHOMN
nokymeHTanuu Ha C31 u opraHu3aliiOHHO-PaCOPSIMTENbHBIX JOKYMEHTOB 110 3aIUTe HH(OPMAIIHH.

7.9. Ocobennoctu arrectauuu VC Ha OCHOBE pe3y/lbTaTOB ATTECTALMOHHBIX HCIIBITAHUMN
BBIJICJIGHHOTO Habopa ee CEerMEeHTOB, a TaKKe YCIOBUSA U MOPSAOK PACIpPOCTpAaHEHUs aTTecraTa
cooTBEeTCTBUSL Ha apyrue cerMeHTsl MC 10/KHBI OBITH OIpeJesieHbl OPraHoM IO aTTeCTallud B
IporpamMMe 1 METOJUKaX aTTeCTAllMOHHBIX UCTIBITAHUHN, 3aKIIOUCHUH U aTTECTaTe COOTBETCTBHUS.

7.10. B xone arrectanroHHbIX ucnbiTanuii OY moxkeT BHOCHTE n3MeHeHusa B IC, B ToM umcite
B ApXUTEKTypy €€ CHUCTeMBbl 3auuThl MHQopMmauuu, B uensx npuseaeHus MC B coorBercTBHE C
TpeOOBaHUSAMU 110 3aLUTE UH(DOPMALIHH.

7.11. Tlo pe3ynpTaTaMm aTTeCTallMOHHBIX HcNbITaHUU OY Monydaer OT opraHa Mo arTecTaluu
CIIEYIOIINE JOKYMEHTHI:

- 3aKJIIOYEHHE 1O pe3yabTaTaM aTTecTallMOHHBIX ucnbiTanuil [1C;

- TPOTOKOJI MO pe3yabTaTaM aTTecTallMOHHBIX ucnbiTanuii [1C.

7.12. B cnyyae Hammuus B monymieHHbBIX OY OT opraHa Imo aTTecTally 3aKII0YeHUN U
MIPOTOKOJIE CBEIEHUN O HAJIMYMM HEAOCTAaTKOB (HECOOTBETCTBHUI cucTeMbl 3amuThl MHpopManuu MC
TpeOoBaHusAM 1o 3aumTe uHpopmanuu) OY OnEeHMBAaeT BO3MOXKHOCTh MX YCTPaHEHMsI B IpOLEcCce
arrectauun MC u, nmpu BO3MOXKHOCTH, oOecrednBaeT UX ycTrpaHeHue. Ilo pesynbratam ycTpaHeHUs
Bcex 0003HAUEHHBIX B 3aKJIIOUYEHUHU U MPOTOKose HexocTtaTkoB OV odopMilsieT M HampaBiseT B ajipec
opraHa IO aTTecTalliM YBeJIOMJIEHHE OO0 YCTPaHEHHMH HEJOCTATKOB JJIsi OLIEHKM KauecTBa HX
yCTpaHEHHS.

7.13. Tlo pe3ynpTaTaM OLIEHKM KauyecTBa YCTPAaHEHHsI HEIOCTATKOB OpPraH IO aTTeCTallH
MOBTOPHO oopMiIsieT U HampasisieT B agpec OV 3akitoueHHe, B KOTOPOE BKIIIOYAIOTCS CBEJCHHS 00
YCTpaHEHUM BEJOMCTBOM BCEX BBISBJIEHHBIX HEIOCTATKOB, a TaKXE JIEJIaeTCS BBIBOJ O BO3MOXXHOCTH
BbIJJaYM aTTeCTara COOTBETCTBHUA TpeOOBaHMSIM IO 3aliuTe HHPOpMauuu (Jajmee - arTecTaT
cootBeTcTBUs) Ha VIC.

7.14. OY B cinyyae Hecorylacusi ¢ BBIABICHHBIMH OPraHOM IO aTTECTAllMM HEAOCTaTKaMU U
BBIBOJIAMHU, COAEPIKALIMMHUCS B 3aKIIOYEHUHU M MPOTOKOJIAX, HANIPABJIsieT B TeueHHe 5 pabouux JHEH ¢
MOMEHTa TOJIY4YeHHs 3aKJIFOUEHUS U MPOTOKOJIOB MHUCbMEHHOE oOpaleHHe ¢ 00OCHOBAHMEM TaKOTO
Hecornacug B0 PCTOK Poccun.

K oOpamiennto npuaararoTcs B 3IEKTPOHHOM BUIE€ KOIMH CIEAYIOUINX JOKYMEHTOB:

- texHudeckuil nacropt Ha UC;



- akT knaccudukanuu MC no dopme cormacuo npmnoxenuto Ne 3 k [Topsiaky opranu3zanuu u
npoBeieHuss paboT Mo arrectai O0BEKTOB HMH(OpMATH3allMd Ha COOTBETCTBHE TPEOOBAHUSAM O
3ammTe MH(QOPMAlMM OTPAaHMYCHHOTO JIOCTYyIa, HE COCTABIIIONICH TOCYJapCTBEHHYIO TaWHY,
yrBepxkaeHHOMY npukazoM @CTIK Poccum ot 29 anpenst 2021 r. Ne 77;

- aKT ompezeneHus ypoBHs 3amuiienHoctd 11J{n npu ux o6padorke B I1C (mpu obpaboTke B
arrecryemoii C I1/1n);

- IPOrpaMMbl U METOJIMKH aTTECTAllMOHHBIX HcnbiTanuil 1C;

- 3aKJIIOYEHUS U MPOTOKOJIBI.

7.15. ®CTOK Poccun mNpoBOOUT OLEHKY IPEACTABICHHBIX JOKYMEHTOB Ha IHPEIMET
COOTBETCTBHS IIPOBEACHHBIX OPraHOM IO AaTTECTAallMd ATTECTAllMOHHBIX MCIBITAHUM U BBIBOJOB,
COZIepKALINXCS B 3aKIIOYCHHUH, TPEOOBAHWSAM MO 3amuTe HHPOpManuu W monoxeHusm I[lopsaka
OpraHM3ali W MpPOBEACHUA pPAOOT MO aTTecTalud OOBEKTOB HMH(OpPMATHU3allMM HA COOTBETCTBUE
TpeOOBaHUSAM O 3alIUTe HHPOPMAIMH OTPAHUYEHHOIO JTOCTYMa, HE COCTABJISIONICH rOCyJapCTBEHHYIO
TaiiHny, yrBepxkaeHHoro npukazom OCTIOK Poccum ot 29 ampens 2021 r. Ne 77 B teuenue 10
KaJleHJAApHBIX JHEW ¢ MOMeHTa mojy4deHus oOpamieHus. [lo cormacoBanuio ¢ BeJOMCTBOM PaOOTHHUKHU
OCTIK Poccuu (reppuropuanbHoro oprana ®CTOK Poccuu) Moryt mnpoBecTH KOHTPOJIBHBIC
ucneitanus Ha C B coorBercTBUU ¢ myHKTamu 15 u 16 [Topsiaka opranusaiuu v nposeneHus: padoT mno
aTTectaliuu O00BEKTOB HH(OpPMATH3allMM Ha COOTBETCTBHE TpPeOOBaHMUAM O 3aliuTe HHOpManuu
OTPAaHUYEHHOTO JOCTYyIa, HE COCTABIAIONICH TOCYIapCTBEHHYIO TaliHYy, YTBEPKACHHOTO MPUKA30M
OCTOK Poccun ot 29 ampens 2021 r. Ne77. Ilo pesynpratam ouenku OCTIK Poccun
(treppuropuansusiii opran ®CTOK Poccun) Hanpasmusier:

- B OpraH MO aTTeCTallud YBEAOMJICHHE O HEOOXOIMMOCTH YCTPAaHEHUS BBISIBICHHBIX
HEJ0CTaTKOB B YKa3aHHBI B yBenomiieHHu cpok. Komus yBegomienus: Hanpasisiercs OY. Opran no
aTTecTalluu 00s3aH ycTpaHuUTh HenoctaTku, BhisiBiIeHHbIe DCTOK Poccum mo pesynpTaTaM OILIEHKH
JOKYMEHTOB, B YKa3aHHBIH B YBEJIOMJICHHH CpPOK U O(OPMHUTH aTTecTaT COOTBETCTBUS (ECiu
YCTaHOBJIEHO HECOOTBETCTBHE AaTTECTAIMOHHBIX HCHBITAaHUNW W (WJIM) BBIBOJIOB, COJEpIXKAIIUXCS B
3aKJIFOYEHUU WJIM MPOTOKOJIAaX, TpeOOBaHUAM MO 3amure uHpopmanuu win [lopsaka opranuzanuu u
MpoOBeAEHUSI paboOT MO arrecTaly OOBEKTOB MH(OpMATH3alMM HA COOTBETCTBUE TPEOOBAHUSM O
3amuTe HMHQOpPMAIMM OrPaHWYEHHOIO JOCTYyNa, HE COCTaBJSAIONIEN TroCyAapCTBEHHYIO TalHY,
yrBepxkaeHHoro npukazom @CTOK Poccun ot 29 anpens 2021 r. Ne 77).

- pe3ynbTaThl NpoBeAeHHON oneHKH OV 1isl yCTpaHEHUs HEJOCTATKOB, BBISBICHHBIX OPraHOM
[0 aTTecTaluu (e€cau IO pe3yjabTaTaM OLCHKM IOATBEPXAEH BBIBOJ OpraHa IO aTTecTalud o
HEBO3MO)KHOCTH BBIJJaUM aTTECTaTa COOTBETCTBUSA, arrecraT coorBercTBus Ha MC opraHoMm 1o
aTTecTalluu He 0popmIIsieTcs).

7.16. Ilocne momyuenus arrecrata coorBercTBus Ha VIC ot oprana no arrecraiuu OY Moxer
nostyauts oT @CTIOK Poccun (teppuropuansroro oprana @CTOK Poccun) 3aknroueHue, coaepxaiiee
ONMCAaHUE BBIABICHHBIX IO pe3ylbTaTaM 3KCIEPTHO-IOKYMEHTAJIbHOM OLEHKM MaTepHalloB,
IIPEJICTABICHHBIX OPraHOM IO aTTECTAallMM, HEJOCTAaTKOB M PEKOMEHJALMU 10 MX YCTpaHeHuio. B
ciydqae mnoiydeHuss ot PCTOK Poccum (teppuropuansHoro oprana PCTOK Poccum) Takoro
3akmoyeHns OY obecrieunBaeT yCTpaHEHUE BBIIBICHHBIX HEAOCTATKOB B COOTBETCTBUU C BBIIAHHBIMU
pPEKOMEHALUsAMH B YKa3aHHBIN B 3aKioueHUH cpok. OO0 ycTpaHeHuH HenoctaTkoB OY uHpoOpMHpyeT
OCTIK Poccun (teppuropuansueii opran DCTOK Poccum). HeycTpanenue HeEIOCTaTKOB,
BbIsiBIEHHBIX DCTOK Poccum (teppurtopuaneHeiM opranoMm PCTOK Poccun), B yka3aHHbIA B
3aKJIIOYEHUHU CPOK SIBJISIETCS OCHOBAHUEM JIJISl IPUOCTAHOBJIEHMSI JEHCTBHSI aTTecTara COOTBETCTBUS Ha
ncC.

7.17. ATtTrectaT COOTBETCTBHS BBIJAaeTCs Ha Bech cpok skcmyaranuu HMC. OY B xonme
skcmutyataruu MC oGecneunBaeT moanepkky coorBeTcTBUs C3M arrectaTy COOTBETCTBHUSI B paMKax
peanu3alnuu MEPONPUITHH, TTPETYCMOTPEHHBIX MyHKTOM 18 TpeboBanmii o 3ammTe nHPOpManuu, He



COCTaBJISIONICH TOCYIapCTBEHHYIO TaiHy, cOJAep)Kalledcss B TOCYIapCTBEHHBIX HH(GOPMALMOHHBIX
cCHCTeMaxX, YTBEpXKIEHHBIX MpukazoM dDexepanbHONW CIyXKObI MO TEXHUYECKOMY M HKCIIOPTHOMY
koHTpoto oT 11 ¢eBpans 2013 r. Ne 17.

7.18. JlelicTBue aTTecraTa COOTBETCTBUS MOXKET ObITh mpuocTaHoBieHo DPCTOK Poccum
(treppuropuansHeiM opranoM ®CTOK Poccun) B cinyyasx, npelycMOTpeHHbIX TyHKTOM 34 Ilopsaxa
OpraHu3ali ¥ MpoBeACHUs paboT MO arrecTanuud OOBEKTOB MH(POPMATHU3AIMH HA COOTBETCTBUE
TpeOOBaHUAM O 3amUTe MHOOPMAIIMM OTPAaHMUYCHHOTO JIOCTYIIA, HE COCTABIIAIONICH rOCy1apCTBEHHYIO
Taiiny, yrBepxaeHHoro mnpukazoM PCTOK Poccum ot 29 ampens 2021 r. Ne77 OV mnpekpamiaer
skcrryatauio MC co gHS moiydeHusl YBEAOMJIEHMS O NPUOCTAHOBJIEHMM JEHCTBUS arTecTara
COOTBETCTBHUSI.

7.19. JlelicTBue arTecTara COOTBETCTBUS MOXKET ObITh B0300HOBIEHO DPCTIK Poccum
(tepputopuansabiM opranom @CTOK Poccun) B ciydasx, nmpeaycMoTpeHHBIX yHKTOM 38 Ilopsiaka
OpraHM3alii W TpPOBEACHUA PA0OT MO aTTecTalud OOBEKTOB HMH(OpPMATHU3AlMM HA COOTBETCTBUE
TpeOOBaHUSAM O 3alIuTe UHPOPMAIIUN OTPAHUYEHHOTO JIOCTYMA, HE COCTABJISIOUICH TOCYJapCTBEHHYIO
TaiiHy, yTtBepx)kaeHHoro mnpukazom @D@CTOK Poccum ot 29 ampens 2021 1. Ne77, OV wmoxer
BO300HOBUTH dKcmryatanuio MC co [HS MOMydeHus YBEIOMIIEHHS O BO300OHOBIIEHUHU JEHCTBUS
aTTecTtaTta COOTBETCTBHSI.

7.20. JleiictBue arrectaTa COOTBETCTBUA MOxkeT ObiTh mnpekpamienHo OCTIK Poccun
(reppuropuansueiM opranoM ®CTOK Poccun) B cinyuasx, npenycMoTpeHHbix myHKToM 40 Ilopsinka
OpraHM3alii W TpPOBEACHUA PA0OT MO aTTecTalud OOBEKTOB HMH(OpPMATHU3AlMM HA COOTBETCTBUE
TpeOOBaHUSAM O 3alUTe UHPOPMAIIUN OTPAHUYEHHOTO JIOCTYMa, HE COCTABJISIOUICH TOCYJapCTBEHHYIO
Taiiny, yrBepxaeHHoro npukazom ®CTIOK Poccunm ot 29 ampens 2021 r. Ne77, OV mnpekpaiaer
skcrryataiuio IIC co nHA mosyueHus yBEIOMIIEHHS O TMpPEKpalleHWH JeHCTBHsI arTecTaTra
COOTBETCTBHUSI, €CIIHM JIEHCTBUE aTTECTaTa COOTBETCTBHSI paHEe HE ObLJIO TPHUOCTAHOBIIECHO.

7.21. B cmyuae ytpaThl arrectara cootBercTBHs OV BmpaBe 0OOpaTHUThCS B OpraH Iio
aTTecTallud C 3asBJIEHHEM O BblJaye OyOnuKaTa arrecTara cooTBeTCTBUA. JlyOnukaT arrectara
COOTBETCTBHSI BBIIAETCS OPraHOM IO aTTeCTallud C TOMETKOM «JlyOnmukar, opuruHain arrecraTta
COOTBETCTBHS MPU3HAETCS HEAECHCTBYIOIIMM).

8. OBECHEYEHHUE 3AIIUTHI UTHOPOPMAIIMHA B XOAE DKCIIVIYATALIUN
ATTECTOBAHHOW HTH®OPMAIIMOHHON CUCTEMBI

8.7. OOecneuenue 3amuThl HHGOpPMALMM B XOJe OHKCIUTyaTtanuu arrectoBaHHoi UC
ocymectBiasiercss OY B COOTBETCTBMM C OJKCIUIyaTalMOHHOW JokymeHTtauued Ha C3U H
OpPraHU3aIMOHHO-PACHIOPSAUTEIbHBIMA JOKYMEHTaMH TI0 3aluTre HH(pOpMAallUd W B TOM YHUCIIE
BKJIIOYAET:

- IUIAHUPOBAHME M KOHTPOIb MEPOIIPUATHH 10 3amuTe nHpopmanuu B UC;

- TUIAHUPOBAHHWE MEPOINPHUATUN MO MPOBEACHUIO BHYTPEHHUX MPOBEPOK pexrMa 00pabOTKH U
3amuthsl [ B OV

- aHanu3 yrpo3 6e3onacHocty uHpopmanuu B UC;

- ympasienue (axmuHHcTpUpoBanue) C3U;

- BBIABJICHHE MHIUACHTOB H pearnpoBaHKe Ha HUX;

- ynpasnenue koHpurypauueit I1C u ee C3U;

- uH(popmupoBanue u oOyuenue nepconana UC;

- KOHTpPOJIb 3a 00eCIIeYeHNEM YPOBHS 3aIUIIICHHOCTH nH(popMmaruu, conepxarieics B IC.

8.8. B xoxe mmanupoBanus MeponpusTHil o 3amurte nHpopmaruu B UC ocymecTiaseTcs:

- OIIpEeJeNIEHUE JIUL], OTBETCTBEHHBIX 3a IUVIAHUPOBAHUE M KOHTPOJIb MEPONPUATHH 1O 3aluTe
nHpopmanuu B 1C;



- ompejesieHue JIML, OTBETCTBEHHBIX 32 BBISIBIICHUE HHIIMACHTOB U pearnpoBaHKe Ha HUX;

- pa3paboTka, yTBEp)KICHHE U aKTyallM3alus IJIaHa MEPONPUATHH IO 3amuTe nHpOopMaluu B
UcG,;

- OIpeesieHHe TOPsIIKa KOHTPOJIS BBITIOJIHEHUSI MEPONPUATHIA 110 3amute uHdopmarun B UC,
IIPEYCMOTPEHHBIX YTBEPKICHHBIM IUIAHOM.

[InanupoBanue wmeporpustuii mo 3amure uHGopMmamuu B NMC U KOHTPOJL BBHINOIHEHUS
MEPOIPUATHIA AOHKHBI OCYIIECTBISATHCSA B COOTBETCTBUU C MOPAJKOM IJIAHUPOBAHUS MEPOIIPUATHI 110
sanmre nHpopMaru B UC OY U KOHTpOJSL UX BBINOJIHEHUS, pa3pabOTaHHBIM B PaMKax BHEAPCHHS
C3U1 UC.

8.9. B xoxe muaHHpPOBaHUS MEPOIPHUATUH IO MPOBEACHUIO BHYTPEHHUX IPOBEPOK PEKUMA
o6pabotku u 3amuTsl [1/10 B OV ocymiecTBusercs:

- ompejesieHue, JIML, OTBETCTBEHHBIX 3a OCYIIECTBICHUE BHYTPEHHETO0 KOHTPOJISI COOTBETCTBUS
obopabotku I1JlH B OV TpeGoBanusiM, ycTaHoBIeHHbIM DenepalibHbIM 3aKOHOM «O TMEepCOHAIbHBIX
JAHHBIX» U MPUHATHIMHA B COOTBETCTBUU C HUM HOPMAaTUBHBIMH MPABOBBIMU aKTaMU;

- yTBEpXKJICHHUE NPaBUJ OCYIIECTBICHHUS BHYTPEHHEro KOHTPOJIS COOTBETCTBHS 00pabOTKH
[I1a TpeGoBanusM, ycTaHOBIEHHBIM @DenepaibHbIM 3aKOHOM «O TEPCOHANBHBIX JAaHHBIX» U
MPUHATHIMU B COOTBETCTBHH C HUM HOPMATHUBHBIMU MPABOBBIMH aKTAMU;

- yTBEepXKJICHHWE Ha IUIaHUpyeMblid mepuon (rox) mnpukazom pykoogutens OV 1uiaHa
MIPOBEJICHUS] BHYTPEHHHUX MIPOBEPOK peskrma 006padotku u 3amuTsl [11n B OVY.

8.10. B xoxe ananuza yrpo3 6e3omnacuoctu undopmanuu B C ocymiecTBisercs:

- BBbISABJICHHE, aHAIIU3 U ycTpaHeHue ysa3Bumocteit MC;

- aHanM3 U3MeHeHwus yrpo3 6ezomnacHoctu nHpopmaiuu B UC;

- OLIEHKAa BO3MOXKHBIX TIOCJICACTBUN peanu3anuu yrpo3 6ezomacHoctu napopmarmu B UC.

[lepuoaryHOCTh TPOBEACHUS YKAa3aHHBIX MEPONPUITHA Ha IJIaHUPYEeMbIH 1epuon (ron)
OTIpeIEIISAeTCs €KErOJHBIM IIIaHOM MEPONPUITUN O 3allUTe HHPOPMAIIUH.

8.11. B xoxe ympasnenus (aamMuauctpupoBanus) C3U ocymecTBistoTes:

- ompejesieHre JUI, OTBETCTBEHHBIX 3a yrnpasieHue (aamuuuctpupoBanue) C3U UC;

- yIpaBi€HHME Y4YETHBIMHU 3anucsaMu noiabs3oBarenedd MC u mnojgaepkaHue B aKTyaJlbHOM
COCTOSIHMM MpaBuj pasrpanuyeHus nocryna B C;

- yIpaBJeHME CpeicTBaMu 3amuThl nHpopMaruu B UC;

- ympaBjieHHe OOHOBJIEHMSIMM IMPOTPAMMHBIX W MPOTPaMMHO-ANIAapaTHBIX CPEJICTB, B TOM
quClie CPECTB 3alUThl HHPOpPMAINH, ¢ y4eTOM ocoOeHHocTel ¢pyHkuronuposanusa UC;

- 1neHTpanu3oBanHoe ynpasieHue C3U MC (mpu He06X0auMOCTH);

- MOHHUTOPMHI W aHaJM3 3aperUCTPUPOBaHHBIX coObITHH B MC, CBS3aHHBIX C 3allUTON
uHpopmanuu (anee - COOBITUS 0€30MaCHOCTH);

- obecnieuenue (ynkuonupoBanuss C31 MC B xone ee 3KCIUTyaTalluu, BKIIIOYas BeJCHUE
IKCIUTYyaTallMOHHON OKYMEHTAllud ¥ OPTraHU3allMOHHO-PACHOPSAMTENbHBIX JOKYMEHTOB IO 3allluTe
uHpopMaluu.

8.12. B xoze BbISABIEHUS UHIIUIECHTOB U pearnpoBaHMs Ha HUX OCYIIECTBIISIOTCS:

- OoOHapyXeHHEe U WISHTHU(PHUKAIMA UHIMIEHTOB, B TOM YHCJIEe OTKa30B B 00OCIYXHBaHUHU, COOEB
(mepe3arpy3ok) B paboTe TEXHHYECKHUX CPEACTB, IMPOTPaAMMHOrO OOECIEUYEeHHUs W CPEICTB 3alllUThl
uHbOpMalUY, HapyIIeHUH MpaBUJ pa3TpaHUYEHHUs JOCTYIa, HENPaBOMEPHBIX NeHCTBUH 1Mo cOopy
uHpOpMaIMY, BHEIPEHUN BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMM (BUPYCOB) M HHBIX COOBITHH,
MPUBOJIALINX K BOSHUKHOBEHUIO HHIIUJCHTOB;

- cBoeBpeMeHHOe uH(popmupoBanue mnoibs3oBareasiMu VC u agmunuctpatropamu WC mu,

OTBETCTBEHHBIX 32 BBISIBJICHWC WHIIMICHTOB M PEardipOBaHUE HA HUX, O BOSHUKHOBCHHH WHITUICHTOB B
HGC;



- aHaJIMW3 MHIUJEHTOB, B TOM YHCJIE OMNpEIECICHWE HUCTOYHUKOB U MPUYMH BO3HUKHOBEHMUS
MHIMJICHTOB, a TAK)KE OIIEHKA UX MOCIEICTBHIA:

- IUTAHMPOBAHWE W TPUHATAE Mep MO0 YCTPAHEHUIO WHIMICHTOB, B TOM 4YHUCIE IO
BoccraHoBieHH0 VIC 1 ee CerMeHTOB B cy4ae OTKa3a B 00CIYXHBAaHUU WM TIOCJE COOEB, YCTPAHEHHUIO
MOCTICICTBUIM HApyIIECHHUs] MPaBHJ pa3rpaHUuYEHHs] JOCTYyINa, HENPAaBOMEPHBIX NEHCTBUH MO cOOpy
uH(pOpMaNUK, BHEAPEHHUS BPEIOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BUPYCOB) W HMHBIX COOBITHH,
MPUBOJIAIINX K BOSHUKHOBEHUIO UHIIUICHTOB;

- IUTAHMPOBAHWE U TMPUHATHE MEp [0 MPEAOTBPALICHUIO TMOBTOPHOTO BO3HHKHOBCHHS
WHIUCHTOB.

8.13. B xopxe ynpasnenus kongurypamueir UC u ee C3U ocymiecTBisioTCs:

- OIPENENICHHE JIML, KOTOPHIM pa3pelieHbl JEWCTBUA [0 BHECEHUIO H3MECHEHUU B
koHdurypanuio UC u ee C3U, ux nmoasHoMouus;

- omnpeaenenue komrnoHeHToB I1C u ee C3I1, moanexamux U3MEHEHUIO B paMKaX YyIPaBJICHUS
KoH(purypanuei (naeHTudukanus oObEKTOB yIpaBlIeHUs KOH(PUTypalueil): mporpaMMHO-annapaTHbIe,
MpOrpaMMHBIE CPEACTBA, BKIIOYAs CPEACTBA 3alIMTHl MHGOPMAIUHU, UX HACTPONKHA U MPOTpaMMHBIN
KOJI, 9KCIUTyaTalldOHHAasl NOKyMEHTauus, uHTepdeichl, (ailibl 1 MHbIE KOMIIOHEHTHI, MOJUIeKaIIHe
M3MEHEHHUIO U KOHTPOJIIO;

- ympaBienne wu3MeHeHusiMu WC u ee C3U: paszpaboTka mapameTpoB HACTpPOUKH,
00eCneurBalIIUX 3allUTy HWHGOpPMAIUU, aHAJIW3 MOTEHIUAIbHOTO BO3ACHCTBUS IUIAHUPYEMbBIX
W3MEHEHUH Ha 3alMTy HHQOpMAINH, CaHKIHOHMpoBaHUEe BHecenus umenenuii B UC u ee C3U,
JOKYMEHTUpPOBaHUE JCUCTBUI MO BHeceHUI0 n3MeHeHuil B IC u coxpaHeHHe JaHHBIX 00 M3MEHEHUSIX
koHpurypanuu UC;

- KOHTpOJIb JAeiicTBuil no BHecenuto usmeHenuit B IC u ee C3U.

8.14. B xoxme unpopmupoBanus u o0yueHus nepconana MC ocymecTsisercs:

- uHpopmupoBanue mnepcoHara MC o TmosSBIEHWH aKTyaJbHBIX Yrpo3 0e30macHOCTH
uH(popmaluu, o mpaBuiiax 0esonacHoi skcruryaTanuu MC;

- gnoseneHue o nepconana MC TtpeboBanmii mo 3amure MHGOPMAIUU, a TAKXKE MOJIOKEHUMN
OpTaHU3aIMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB 10 3alIuTe WHPOPMAIMK C Y4ETOM BHECEHHBIX B
HUX W3MCHCHHIA;

- oOyuenue mepconana WMC mnpaBwiaMm SKCIUTyaTalldd OTIEIBHBIX CPEJCTB  3aIUTHI
nH(popMaLuu;

- TIpOBENIEHHE MPAKTHYECKUX 3aHATHH W TPEHUPOBOK ¢ mepconasoM MC mo OJI0KHpOBaHUIO
yrpo3 6e30nacHOCTH MHPOPMAIUU U pearupOBAHUIO HA UHITUACHTHI;

- KOHTPOJb OcBeJoMJIEHHOCTH mepcoHasa MC 00 yrposax OezomacHocTH HH(pOpManuu u
ypoBHs 3HaHu# nepconana MC mo Bompocam obecrnieueHus 3aiuThl UHGOPMAIUH.

[leproanYHOCTh TIPOBEACHUS YKa3aHHBIX MEPOINPHUATHI Ha IUIAaHUPYyeMbld mepuon (rom)
OTIPEETISETCS €KErOJHBIM TIAHOM MEPONPUSTUN TIO 3aIUTE HHPOPMAITIH.

8.15. B xome KoHTpois 3a oOecreuyeHHeM YpPOBHS 3allMIICHHOCTH uHpopmamnmu,
conepxameiica B UC, ocyniecTBisroTcs:

- KOHTpOJb  (aHaiuM3)  3alUIIEHHOCTH  HWHPOpMAIlMK C  Y4eTOM  OCOOeHHOCTeH
¢dbynakmonuposanus MC;

- aHanmu3 W oueHka ¢ynknuonupoBanus MC u ee C3W, Bkmtouas aHaau3 W yCTPaHCHHE
ySI3BUMOCTEH U MHBIX HeOCTaTKOB B (pyHKIIMoHMpoBanuu C3U1 UC;

- JIOKyMEHTHPOBAHHWE TMPOIENyp U pE3YyJNbTaTOB KOHTPOJIA 3a 0O0eCredYeHueM YpOBHS
3aIUIIEHHOCTH HHpOopMaIuu, coaepxametics B UC;

- TOpUHATHE PEHIeHHs] MO pe3yibTaTaM KOHTPOJs 3a 00ecredeHHeM YPOBHS 3alUIICHHOCTH
nHpopmanuu, conepxanieiics B UC, o HeoOxoaumocTu qopadotku (MonepHusanmn) ee C3U.



MeponpusaTus MO KOHTPOJIO 3a OOECHEeYeHHEM YPOBHS 3alllUINEHHOCTH HH(pOpMAalMHU Ha

arTecroBaHHON VC BKIIFOYAIOTCS B €KETOIHBIN TJIaH MEPONPUITUN IO 3aIUTE HHPOPMAITUH.
KonTtpons 3a obecriedeHreM ypoBHs 3alUIIEHHOCTH HHpOpManuu Ha artectoBaHHONH MC mpoBoauTcs
OV caMOCTOSTENbHO WM C IPUBJICYEHUEM OpIaHM3alMM, UMEIOIIEH JMIEH3UI0 HAa OCYIIECTBICHUE
JESTEIbHOCTH M0 TEXHUYECKOH 3amuTe KoH(puaeHmansHoi napopmanuu, erianayto ®CTIK Poccun
B coorBeTcTBUM C llojokeHneM O JUIEH3UPOBAHUU JEATEIBHOCTH 110 TEXHUYECKOW 3alluTe
KOH(HIESHIIMATbHONH HH(pOpMAIMK, YTBEpXKIECHHBIM MocTtaHoBieHneM llpaButensctBa Poccuiickoit
®eneparyn ot 3 despains 2012 r. Ne 79.

[To pesympraTaMm KOHTpOJIA 3a OOECHEUEeHHEM YPOBHS 3allUIIEHHOCTH WHPOpMAalUUd Ha
arrectoBanHOH MC odopmisercss mpoTOKOI M BHOCHTCA OTMETKAa B TexHHUeckuil macmopt Ha MC.
[TpoTOKOMBI KOHTPOJS 3alIUTHl WH(GOPMAIMKA HA aTTECTOBAHHOM O00BEKTe MH(OpMaTH3aIMM HE pexe
oJIHOTO pasa B jBa rojaa npenacrapisoTes OY Bo DCTOK Poccun (teppuropuanbbiii opran @CTIOK
Poccun).

HenpencraBinenue mnpoTOKONOB KOHTpousiss 3amuTbhl uHpopmammu Bo DOCTIK Poccum
(repputopuanshbiii opran PCTOK Poccun) siBisieTcss OCHOBaHHEM Ul MPUOCTAHOBIICHUS JI€HCTBUS
arrecrara coorBercTus Ha MIC.

8.10.B cnyuae pazButus (MmoxepHusauuu) MC, B Xole KOTOpPOro HM3MEHEHa KOH(Urypauus
(mapaMeTpbl HACTPOMKHM) HPOTPaMMHBIX, MPOIPAMMHO-TEXHHUYECKUX CpPEACTB U CPEJICTB 3allUThI
MH(pOpMAaLUY, UCKIIOUEHB! MPOrpaMMHBIE, MPOTrPAMMHO-TEXHUYECKUE CPEICTBA U CPENCTBA 3aLIUTHI
uHpOpMaLUY, JOMOJHUTEIbHO BKIIOUEHBl AHAJIOTMYHBIE CPEJICTBA WJIM 3aMEHEHbl Ha aHAJOTHYHBIE
CPEICTBa, NPOBOJATCS JOIOJHUTEIBHBIE ATTECTALMOHHBIE HCIBITAHHWA OPraHOM IIO aTTECTALlMM B
coorBercTBUM ¢ [lopsakom opraHum3anuu M NpoBeldeHHs padoT Mo arTecTaud  OOBEKTOB
nHpOpPMATHU3aLUU HA COOTBETCTBUE TPEOOBAHUSAM O 3alIUTE MH()OPMAIIMK OTPaHUYEHHOTO JIOCTYIIa, HE
COCTABJISIFOIIEH TOCYAapCTBEHHYIO TailiHy, yTBepxkAeHHBIM mnpukazoM DPCTIOK Poccum ot 29 ampens
2021 1. Ne77. Csemenust 00 wu3MeHeHusx arrectroBaHHOM WC H nOpoBENEHHBIX MpPU 3TOM
aTTECTAllMOHHBIX MCHbITaHUSX Bkimodarorcs OY B TexHumueckuil macnopt. JleiicTBue arrectaTta
COOTBETCTBHS HE IIPEKpaIaeTcs.

8.11.B cnywae pasBurus (MoaepHuzaumu) HMC, mnpuBojsmiero K TOBBIIIEHUIO Kiacca
3alUIIEHHOCTH (YpPOBHS 3allMIEHHOCTH, Kareropuu 3Hauumoctu) WC um (Wim) K HM3MEHEHHUIO
apxutektypsl C3U VC B yacTu n3MeHeHusl BUAOB U TUIIOB IPOrPAMMHBIX, IPOTPAMMHO-TEXHUUECKUX
CPEICTB M CPEACTB 3aIIUThl HHPOpMaIH, U3MeHEeHUs cTpyKTypbl C3U, cocTaBa 1 MecT pacronoxKeHHs
o0beKkTa MHQOpPMAIMK U €ro KOMIIOHEHTOB, MPOBOJUTCS MOBTOpHAas aTTeCcTallus B COOTBETCTBUU C
[TopsiakoM opraHuzanu M TpoBeJeHHs padoT IO aTTecTalud OOBEKTOB HH(POpPMATHU3ALMM Ha
COOTBETCTBHE TpPEOOBAaHUSAM O 3allUTe HHPOPMALMU OrPAaHMUYEHHOTO JOCTYIA, HE COCTaBIAIOIIECH
roCy/lapCTBEHHYIO TaliHy, yTBepkaeHHbIM npukazoM @CTOK Poccun ot 29 anpens 2021 r. Ne 77.

9. OBECIIEYEHHUE 3ALIUTHI THOOPMALIUU ITPU BBIBOJE U3
SKCIUTYATAIIUA ATTECTOBAHHOM MH®OPMAIIMOHHOM CUCTEMBI NJIHN MTOCJIE
MNPUHATHUA PEHIEHUS Ob OKOHYAHUU OBPABOTKU NH®OPMAIINU

9.7.  OO0ecneveHue 3amuThl HHGOPMAIIMK TIPU BBIBOJE M3 dKCILTyaTanuu arrecroBaHHoi MC
WIM TIOCNe TPHUHATHS pelieHus 00 OKoH4YaHuu oO0paboTku wuHopmanuu ocymectBisercs OY B
COOTBETCTBHUH C IKCILTyaTallMOHHON MokyMmeHTarued Ha C3U 1 opraHu3alimoHHO-PaCIOPS I TETHbHBIMU
AOKYMCHTAMH I10 3alllUTE I/IHCI)OpMaI_[I/II/I 1 B TOM YHUCJIC BKJIFOYACT:

- apxuBUpoBaHHUe MHMoOpMaIKH, coaepxameiics B IC;

- YHHUYTOXKEHHUE (CTUpaHME) JAHHBIX W OCTATOYHOM MH(OpPMAIMKU C MAIIMHHBIX HOCHUTEJEH
nHpopManuu 1 (WIH) YHUITOKEHHNE MAITUHHBIX HOCUTEICH HHPOPMAIIHH.



9.8. ApxwuBupoBanue uHpopmaruu, coaepxkamieiics B MC, HOMKHO OCYIIECTBIATHCS TMPHU
HEO0XO0AMMOCTH JIaTbHEHIIIET0 UCTIONb30BaHus HH(OpMaIiK B aesiTeabHocTH OV,

9.9. VuuuTOXeHue (CTUpaHUE) TAaHHBIX U OCTATOYHON MH(POPMALIMU C MAITMHHBIX HOCHUTENICH
uHpOpMAMK TPOU3BOIUTCS TNPH HEOOXOJUMOCTH IEpeJadyd MAIIMHHOTO HOCUTENs WH(pOpManuu
apyromy monb3oBaremo MC wim B CTOPOHHHE OpraHM3alldd A PEMOHTA, TEXHHYECKOTO
OOCITy’>)KMBaHHsI WM JalbHEHIIEro yHUYTOXeHHus. lIpu BBIBOAE U3 OKCIUTyaTalldd MAaIIMHHBIX
HOcUTeNel WH(pOpPMAalMU, Ha KOTOPBIX OCYIIECTBISUIMCH XpaHEHHEe M o00paboTka HHOpMaUH,
OCYyILIECTBISIETCA (PU3NYECKOE YHUUTOKEHHE STUX MAITMHHBIX HOCUTENEH HH(OpMAITHH.



